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Note*
This template has been developed to meet the needs of a diverse range of services. Consequently, not all content will be relevant to your service. We recognise that organisations will have different investments in, and time for, social media engagement. Organisations are encouraged to edit, add and delete content to ensure relevancy.

All material provided by the Network of Alcohol and other Drugs Agencies (NADA) is for guidance purposes only. The information should be reviewed in relation to your organisation’s individual circumstances and policies. NADA does not provide legal advice.  You should seek your own advice in relation to any matters provided for in this policy or if you have any specific questions or concerns.

This policy may contain links to other websites. The links are provided for convenience only and may not remain current or be maintained.  NADA is not responsible for the content or privacy practices associated with linked websites.

While every effort has been made to present all information accurately, NADA, its employees and related parties, accept no liability for, and do not indemnify against, any loss, damage or injury that may result from any actions taken based on the information contained in this document. 

*Please delete note before finalising this policy


To update the contents list when all content has been finalised, right click on the contents list and select ‘update field’, an option box will appear, select ‘Update entire table’ and ‘Ok’. 

To use the contents list to skip to relevant text, use Ctrl and click to select the relevant page number. 

*Please delete note before finalising this policy.
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[bookmark: _Toc208828049]SECTION 1: 	POLICY FRAMEWORK

[bookmark: _Toc208828050]1.1 	Policy statement
[Insert organisation name] recognises that social media is an important way in which communication and business is undertaken with communities, clients, staff members and other organisations.

This policy outlines [insert organisation name]’s expectations of staff, Board members, students and volunteers when using social media during their work and non-work time. 

This policy acts in conjunction with [insert organisation name]’s Code of Conduct and Communications policy, in order to ensure that while [insert organisation name] is maximising social media reach, and the public reputation of the organisation is protected. 

[bookmark: _Toc208828051]1.2 	Purpose and scope
The purpose of this policy is to provide guidance to all staff on using [insert organisation name]’s social media platforms to improve service participation, engage with the sector and its stakeholders, enhance transparency and fully realise the organisation’s goals and strategic outcomes. 

[Insert organisation name]’s social media process ensures that anyone using social media tools on behalf of the organisation produces communications of a consistently high quality and that is appropriate, transparent and accountable. 

This policy applies to all staff, clients, volunteers, students and Board members and ensures that the organisation:
· uses social media platforms to share and promote access to [Insert organisation name] information and services
· creates opportunities to listen to and engage with the public, local communities, clients and the alcohol and other drugs (AOD), and community services sector
· empowers staff members to use social media to respond quickly to clients and emerging issues
· supports consistent, high quality online experiences
· uses social media in a manner that is consistent with the organisation’s values, legal requirements, related policies, and codes of conduct.
· sets out expectations of staff use of social media within and outside of work time. 





[bookmark: _Toc208828052]1.3 	Definitions

	Term
	Definition

	Social media
	Online platforms (e.g. Facebook, X, YouTube, Instagram, etc.) that engage, create and share user-generated content, data and comments.

	[Insert organisation name] staff

	All staff employed by [insert organisation name], including students and volunteers. 




[bookmark: _Toc208828053]1.4 	Principles
· This policy is intended to provide guidance to [insert organisation name] staff on the use of [insert organisation name] social media and of their responsibilities when using social media.  
· Communications through social media will be aligned to the values and mission of the organisation and/or the [insert organisation name]’s code of conduct. 
· Good monitoring and procedures will avoid incorrect communication by [insert organisation name] staff and ensure monitoring of inappropriate posts by external people to maintain the reputation of [insert organisation name]. 
· [Organisation name]’s time invested in social media is to be balanced with the return on investment which is assessed by monitoring and evaluation

[bookmark: _Toc208828054]1.5 	Outcomes
1) Positive profile and awareness of [insert organisation name] among key stakeholders. 
2) Targetted dissemination of [insert organisation name] information, events, resources, positions vacant 
3) Partner organisations boost [insert organisation name]’s profile and information 

[bookmark: _Toc208828055]1.6 	Roles and Responsibilities

	Board of Directors
	· Endorse and ensure compliance with this Social media policy
· Monitor risk management associated with the organisation’s social media use 
· Respond to any escalated social media complaints where required.

	Business services/
management
	CEO/Manager 
· Endorse and ensure compliance with this Social media policy
· Nominate staff member/s to coordinate social media management 
· Respond to any escalated social media complaints where required
· Risk management associated with the organisation’s social media 
· Act as the point of contact between the service and the Board
· Manage feedback and complaint processes, including the identification of appropriate staff as complaint handlers.

Management
· Manage social media complaints as determined by the CEO/Manager or direct supervisor.
· Monitor social media commentary and feedback and notify relevant staff of feedback.


	Program services/clinical
	· Comply with the Social media policy in conjunction with other polices like the code of conduct 
· Contribute to social media strategies and activities, which may include writing social media content and sourcing imagery 
· Collate/write items of interest for the organisation’s social media
· Be familiar with the organisation’s legal requirements and internal process regarding social media, privacy and the collection, storage and use of personal information.

[Insert allocated position]
· Comply with the Social media policy in conjunction with other internal policies like the code of conduct 
· Oversee social media management including monitoring, moderating and posting on social media platforms. 
· Contribute/write articles and collate items of interest for the organisation’s social media.
· Provide suitable copyright free images for use in social media
· Receive social media feedback and complaints and report to the CEO/Manager or direct supervisor.






[bookmark: _Toc208828056]1.7 	Policy implementation
This policy is developed in consultation with staff and is approved by the Board.

This policy is included in the induction process for all Board members, staff, volunteers, and students.

This policy must be read in conjunction with the following policies:

» Organisational development policy
» ICT policy
» Human resources policy
» Service and program operations policy
» Code of conduct


[bookmark: _Toc208828057]1.8 	Risk management
[Insert organisation name] develops and implements social media risk assessment plans to ensure it complies with privacy and confidentiality requirements, in addition to ensuring alignment to relevant legislation. 

Staff, volunteers, students and Board members are provided with ongoing cyber safety training and support to ensure risk reduction and provided information and training around reputational risk associated with use of social media. 

This policy is informed by the below legislation, which must be adhered to in social media work:

· Privacy and Personal Information Protection Act 1998 (NSW)
· Copyright Act 1968 (Cth) 
· Defamation Act 2005 (NSW)
· Disability Discrimination Act 1992 (Cth) 
· Spam Act 2003 (Cth) 
· Associations Incorporation Act 2009 (NSW)  
· Racial Discrimination Act 1975 (Cth) 
· Sex Discrimination Act 1984 (Cth) 
· Human Rights and Equal Opportunity Commission Act 1996 (Cth) 
· Anti-Discrimination Act 1977 (NSW) 
· Work Health and Safety Act 2011 


[bookmark: _Toc208828058]SECTION 2: 	POLICY DETAIL
As part of the organisational communication strategy, [insert organisation name] undertakes social media activities based on a structured plan, which clearly outlines the organisation’s objectives, the social media platforms, responsibilities, audience, content, monitoring, delivery of content and outcomes and evaluation of the impact. 

[bookmark: _Toc208828059]2.1	Social media plan
The social media plan is managed by [insert allocated position; for example, Communications Officer] and their responsibilities include:

» General administration and co-ordination of social media plan
» Delivering, managing and moderating content
» Monitoring use and organisational statistics
» Managing external comments and responses.
» [Insert other responsibility/ies]

In the absence of the [insert allocated position] the CEO/Manager is to manage social media priorities, or alternatively, delegate responsibilities to another staff member.

[bookmark: _Toc133600070][bookmark: _Toc208828060]2.2 	Social media objectives
The organisational objectives in relation to social media platforms include:
» [insert objective]
» [insert objective]
» Engaging with the community and target population
» Networking with partner agencies
» Developing partnerships with other organisations.

[bookmark: _Toc208828061]2.3	Social media platforms
[Insert organisation name] utilises the following social media platforms to communicate with clients, stakeholders and the broader community:
» [insert platform]
» [insert platform]

[Insert organisation name] uses each social media platform for a different purpose, which changes how each platform is used. For eg.
· Frequency of posting
· Content requirements (photos, videos, documents)
· Comment management
· Time allocated per week per platform
· Payment methods, if required
· Evaluation and tracking methods; for example, Google Analytics, visits per day, platform statistics, etc.

[bookmark: _Toc133600072][bookmark: _Toc208828062]2.4	Terms of use
[Insert organisation name] should specify the terms of use for public engagement with its social media channel.  The terms can include page rules, a disclaimer (for example, that re-sharing content from a particular organisation does not equate to endorsement of that organisation), use of appropriate language, behaviour and reference to anti-discrimination legislation.

[bookmark: _Toc208828063]2.5	Monitoring social media
The nature of social media platforms depends on self-regulated communication channels where individuals are able to provide feedback, complaints and positive or negative comments.  In order to ensure that [insert organisation name] social media channels are responsible and useful to the broader community, the organisation makes sure that comments/posts or messages are monitored to ensure those inappropriate are deleted:

» Offensive, abusive or discriminatory information or language
» Graphic (violent, offensive, etc.) content
» Illegal content
» Comments about identifiable clients, staff members, Board members, student or volunteers
» [Insert other]

After deleting inappropriate posts, the [insert allocated position name] will contact the comment/post author to provide an explanation of why the comment/post has been removed, and the necessary action(s) that need to be implemented for it to be reposted.

Where appropriate, rather than deleting a user’s comment, the staff member responsible for social media moderation may opt to leave the comment up, but respond to the comment, educating the commenter about why their post is not factual, or demonstrates bias. 

The staff member/members responsible for social media work should specify the days and times [insert organisation name] social media will be monitored by a staff member, and what the audience should do in relation to their queries or reporting content outside of this time. 








[bookmark: _Toc208828064]SECTION 3: 	CONTENT
[bookmark: _Toc133600074]
[bookmark: _Toc208828065]3.1 	Content
[Insert organisation name] engages clients, stakeholders and the broader community by providing the following authorised content:
» Event promotion
» Positive organisation outcomes
» Positive comments about other organisation’s achievements
» Organisational campaigns
» Organisational views in sector discussions
» Fundraising activities
» Service changes or news
» [insert other]
» [insert other]

Inclusivity and accessibility
[Insert organisation name] recognises the importance of inclusive language in its social media content, in order to be respectful towards everyone consuming its content.

Images posted to social media should be accompanied with alternative text or image descriptions to ensure accessibility.

[bookmark: _Toc208828066]3.2	Content approval
[Insert relevant staff position] has responsibility for posting to, and monitoring [organisation name]’s social media. Content is subject to the following approval process:

· if content is straightforward and non-controversial (for example a post advertising an event from a respected source, or a replicated post from a respected source), there is no need for approval 
· If content involves an organisational stance on an issue, if the content appears controversial, or is a message to stakeholders, approval from the CEO/Manager is required. 

Where a contractor, student or volunteer is posting social media content, the content approval process is that the contractor, volunteer will draft the content for review by the [Insert relevant staff position] who follows the above steps.

[bookmark: _Toc208828067]3.3	 Evaluation
In order to continually improve the delivery of services, the organisation regularly evaluates its social media outcomes by utilising analytical tools, user feedback and surveys to assess 
if key objectives have been met.



This allows the organisation to identify:
· Content strengths and trends
· Trends and shifts in clients’, stakeholders’ and community interactions
· Unpopular social media platforms 
· Possible changes or upgrades of the social media plan
· Return on investment
· [insert other]


[bookmark: _Toc133600076][bookmark: _Toc208828068]SECTION 4: 	SOCIAL MEDIA PROTOCOL

[bookmark: _Toc208828069]4.1 	Official use
Official use is when a staff member, Board member, student or volunteer is using official social media platforms identified as a representative of [insert organisation name], with permission from the [insert allocated position name] or the CEO/Manager.  Information provided in these messages/posts must:

· Comply with the [insert organisation name] code of conduct and privacy requirements
· Ensure posts are in line with the organisation’s strategic aims and values
· Be inclusive in language and imagery
· Be accessible 
· Ensure that any intellectual property that [Insert organisation name] posted has permission for use, or that do not require permission to use 
· Follow organisational social media content restrictions

[bookmark: _Toc133600078][bookmark: _Toc208828070]4.2 	Personal use
Personal use is when a staff member, Board member, student or volunteer is using social media platforms identified as themselves, and not officially as a representative of [insert organisation name]. However, they may be identifiable as working for the organisation, through community knowledge, research, their photos, or profile. 

Using a reasonable amount of [insert organisation name] resources for personal emails and accessing the internet, including social media sites is acceptable, provided it: 
· Does not interfere with the staff member’s work 
· Is not in conflict with the business needs of the organisation 
· Is not inappropriate use under Social media policy, and  
· Does not breach other organisational policies, including the Code of Conduct. 
  
Personal social media use can impact upon [insert organisation name]’s reputation.  All staff, volunteers, contractors, students and board members should be aware that personal use of social media within or outside of work time, may impact on the status of their employment if it's in breach of organisational policy.  Posts may be viewed as being representative of [insert organisation name] or that the organisation may be vicariously liable for their content.  
[Insert organisation name] staff are encouraged to use privacy settings within their personal social media accounts. 

[bookmark: _Toc133600080][bookmark: _Toc208828071]4.3	 Inappropriate use
All [insert organisation name] staff acknowledge that all personal posts, comments, blogs, likes, sharing whether inside or outside work hours should:
· not make comments which may reflect negatively on [insert organisation name] reputation 
· not make deliberately false or misleading claims about [insert organisation name] or its services. Any mistakes or inaccurate comments must have all reasonable efforts made by the employee to correct the statement;
· not disclose confidential or client sensitive information about [insert organisation name] or IP. This obligation continues after the employment or engagement ceases;
· not endorse or cite any client, partner or supplier of [insert organisation name]; 
· must observe the relevant privacy, defamation and copyright laws; and
· must comply with relevant discrimination laws and [insert organisation name] policies that relate to discrimination, bullying and harassment.

Inappropriate use of social media platforms is considered serious misconduct, as it affects the organisation values, credibility and professionalism with its clients, stakeholders and the broader community.

[bookmark: _Toc208828072]4.4 	Breach of policy 
Any breach of social media requirements set out in this policy and [insert organisation name]’s Code of conduct may result in disciplinary action, including, but not limited to, issue of a warning, demotion, suspension or termination of engagement. 


















[bookmark: _Toc208828073]SECTION 5: 	REFERENCES

[bookmark: _Toc208828074]5.1	Related policies
» Organisational development policy
» Communications policy
» Human resources policy
» Service and program operations policy
» ICT policy
» Code of conduct

[bookmark: _Toc208828075]5.2	 Legislation
· Privacy and Personal Information Protection Act 1998 (NSW) 
· Copyright Act 1968 (Cth) 
· Defamation Act 2005 (NSW)
· Disability Discrimination Act 1992 (Cth) 
· Spam Act 2003 (Cth) 
· Associations Incorporation Act 2009 (NSW)  
· Racial Discrimination Act 1975 (Cth) 
· Sex Discrimination Act 1984 (Cth) 
· Human Rights and Equal Opportunity Commission Act 1996 (Cth) 
· Anti-Discrimination Act 1977 (NSW) 
· Work Health and Safety Act 2011 

[bookmark: _Toc208828076]5.3	 Resources
· Social Media for Nonprofits: 12 Essential Tips for Success
· Graphics and images | Digital NSW
· Social media accessibility
· Communities in Control | What to do in a media crisis
· Security tips for social media and messaging apps | Cyber.gov.au
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